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1.1 Regulatory Requirements for e-record systems (21 CFR Part11)

Fi;_l-fcélr:snlcle Possible Interpretation Comment
The computerized system must either
support the viewing of e-records or the . .
§11.10 (b) generation of valid paper copies. The 'I\?Aesult r_ecorgsoggn bf? Heid n thed f
computerized system should provide _ast_er5|zer SOENE OF BTl oy
- S . viewing later.
viewing & printing capabilities for all
relevant e-records.
A data export template can be set up in
the Mastersizer 3000 application to
The computerized system should allow for export any set of parameters. This can
§11.10 (b) the export of e-records to portable file then be used to export to a text file either
formats, preferably automatically. manually (after a measurement is
completed) or automatically during the
measurement process.
If the retention strategy does not include
keeping the e-records in the originating Malvern does not provide an archiving
§11.10 (c) system, the computerized system should system. This requirement needs to be
have implemented a mechanism to archive met by the user’s IT department.
e-records in a standard file format.
Preferably e-records should be archived to
write-protected media (Write-once Read- Malvern does not provide an archiving
§11.10 (c) many media like WORM tape media or system. This requirement needs to be
optical media) or archiving solutions with met by the user’s IT department.
WORM type safeguards should be used.
If automated archiving is put into practice, Malvern does not provide an archiving
transaction safeguards should prevent the system. This requirement needs to be
§11.10 (c) e-records in the source system from met through the configuration of the

deletion until confirmation that they have
been successfully archived.

Windows security system. This will need
to be done by the user’s IT department.
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Comment

Reference

If the computerized system is accessed
through workstations which bear more than
one application, the application must have

The system security layer uses Windows
ID, but roles can be assigned to specific

21D @) :;gg’vif?csjgg:'l% l?ggrsés\;g; dasglrfj;'on Windows users using the Malvern Access
workstation “power-up” User Id & Configurator (MAC) application.
password).
Ensure that the computerized system has Ul ¥ EsizrEmeEr 3000 softwar(_a ]
. . layer uses the Windows security system
a security mechanism that uses at least .
§11.10 (d) D o e to control software access. This
two distinct identification components or :
biometrics requ_lrement therefore needs to be
' configured by the local IT department.
The CS must allow for the use of individual Individual accounts can be set up using
§11.10 (d) accounts, shared accounts for access the Malvern Access Configurator (MAC)
levels other than read are not acceptable. application.
The computerized system should provide The Mastersizer 3000 software security
a mechanism to lock out/ interrupt access layer uses the Windows security system
§11.10 (d) of any user after a configurable period of to control software access. This
non-attendance/ non-interaction with the requirement therefore needs to be
system. configured by the local IT department.
The implementation of the lock out process
should be well investigated in regard to No safety issues associated with the
§11.10 (d) safety needs. Access to safety relevant lock-out of the Mastersizer 3000
functions & operations must always be software.
possible and should be given priority.
The Mastersizer 3000 software security
If technically possible, passwords must be layer uses the Windows security system
§11.10 (d) stored in the computerized system in an to control software access. This
encrypted form. requirement therefore needs to be
configured by the local IT department.
The Mastersizer 3000 software security
When password entry fields are shown on LR D28 TR SO O secur!ty SR
§11.10 (d) the screen, password entries must be to co_ntrol soft;llvaref accessaThlsb
obscured (e.g. "srree) requirement therefore needs to be
o ’ configured by the local IT department.
The Mastersizer 3000 software security
The system should allow for quality layer uses the Windows security system
§11.10 (d) passwords (at least 8 alphanumeric to control software access. This
characters) and enforce their use. requirement therefore needs to be
configured by the local IT department.
If the computerized system provides for Audit trails provided for all record creation
§11.10 (e) secured, computer-generated audit trails and system operations within the
for e-records, they must be enabled. Mastersizer 3000 application.
Whenever traceability must be guaranteed
for records which :
- are subject to frequent manipulations or Audit trails provided for all record creation
§11.10 (e) - could become modified and have a direct and system operations within the
impact on drug product quality and safety, Mastersizer 3000 application.
check that the computerized system has
the ability to generate secured audit trails.
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Computer generated audit trails should
contain information about:

- WHO performed an activity

met?

Audit trails provided for record creation
and system operations. These provide
time-stamped entries for auditable
actions. The user’s name is automatically

S4LADE) - date and time of its execution (WHEN) Y recorded, as is the action which was
- WHAT was changed/ done carried out. A reason for change is
- the reason for the activity (WHY) if requested for key record creation / editing
appropriate / deletion actions.
Audit trails must be built using a unique Ulnis Ll trllis ol iy e the_name i
. - # R the user who carried out an action, but
§11.10 (e) identifier to trace “WHO did it” (preferably Y 150 loa th ) Wind .
the unique User ID). also log the unigue Windows security
identifies for the user.
Computer generated audit trails should at Audit trails log the time for each action,
§11.10 (e) least record the hour and minute and must v using the standard Windows format. This
: be as precise as required by the business provides a unique time stamp which is
process. recognizable within any time zone.
The server time should be used for the A.‘Ud't time stamps rely on th(_a system
§11.10 (e) eneration of time Stamos Y time on the computer which is running
9 pS- the Mastersizer 3000 application.
Time & date settings should be subject to AUd't time stamps rely on th? e
: time on the computer which is running
rigorous control, to ensure the accuracy of . o
. ) the Mastersizer 3000 application. The
§11.10 (e) time stamps. The computerized system Y ability to change the reported time
should provide the ability to restrict access y g P L
to time Settings therefore needs to be secured within the
gs- Windows operating system.
The computerized svstem should have a Original measurement data is stored and
mechanigm to reve{n chanaes to e- cannot be modified. Recalculations
§11.10 (e) P 9 - Y based on this data create a new
records that obscure or destroy the original : .
recorded information measurement record. This process is
’ audited.
If audit trail information is not part of the S
record itself, the computerized system Eg;g:;ﬁf? aﬁ“;?g trf;lsgrr:? ?tﬁicroergor d
§11.10 (e) must implement mechanisms to establish a Y dit is directl P d § h th
secured link between audit trail & the EWIEI S llEielhy ieealelat=t vl i
respective record record being audited.
The ability to change computer generated
audit trails must be restricted to a minimum
§11.10 (e) number of individuals and to duly authorize N Audit trails cannot be changed from
) personal. Audit trails should only be within the application.
changeable by the following role:
Administrator
Audit trails can be viewed from within the
The computerized system should provide application. In addition, the audit trail files
§11.10 (e) viewing & printing capabilities for all Y are storle @ |nha human-readgble 2
relevant audit trails external to the program, and can
: therefore be viewed and printed using
other Windows applications.
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If the adherence to certain sequences is
critical to the proper conduct of the
process, the computerized system should

met?

The Mastersizer 3000’s measurement

§11.10 () . Y SOPs enforce a robust record creation
support operational system checks to sequence
enforce the execution of operations )
according to the predefined order.
The computerized system should apply
authority checks to ensure that only
authorized individuals can: Different user roles can be created within
the Malvern Access Configurator (MAC)
- make use of system functions & features application. These are based on the
- electronically sign a record, Windows users and groups available on
§11.10 (g) - create, modify, inactivate/ logically delete, Y the computer system running the
delete records, Mastersizer 3000 software. Using these
- access input and/ or output devices, roles, access to key record creation,
- perform operations at hand. editing and deletion functions can be
controlled.
Authority checks should be implemented
by role based access.
§11.10 (9) The computerized system should enforce
record specific access rights (e.g. only the
originator of a record is allowed to modify Modification of records can be controlled
it) whenever the business process asks for using the Mastersizer 3000 security
such controls. This can be achieved by system. In this way, specific users can be
maintaining a list of those records, an N blocked from modifying records.
individual is allowed to modify/ sign. Before However, there is no specific mechanism
access to a record is provided for an for allowing the original record creator to
individual, the computerized system should make changes.
check if this record is part of the
individual’s list.
The computerized system should provide
mechanisms that prevent users - except Record creation, editing and deletion can
those authorized to do so - from having be controlled using the Mastersizer 3000
§11.10 (g) access other than “read” to records. If the Y application’s security system. An audit
computerized system lacks such controls, trail is also provided to log key system
computer-generated audit trails must be and record actions.
implemented.
In cases where the physical identity of a The serial numbers of Mastersizer 3000
§11.10 () HW item/ device/ equipment is relevant, v optical bench and attached dispersion
’ the computerized system should check the accessories are recorded within each
identity of such devices. measurement record.
Operation in an open environment is not
§11.30 Operation within an open environment. N supported by the Mastersizer 3000
application.
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Reference Possible Interpretation met? Comment
The Mastersizer 3000 software security
layer uses the Windows security system
§ 11.50 (a) Ensure that all users are uniquely Y to control software access. The users
’ identifiable in the computerized system. name and Windows security ID are
logged with any signature applied to a
record.
The computerized system must record / The s I is tf“ken "0”.”' Windows login
e details. When signature is requested, the
user is prompted to authenticate and the
e the unique identifier of the person tlme_& U recorded._Users can
§11.50 (a) . . Y provide a reason for a signature as a free
executing the signature : .
e the date & time of the signature te.xt 'strlng. Authorized users (set up
. . within the Malvern Access Controller
o the mean.mg .Of a signature (e.g. application) can lock a record following
approval; review). the application of their signature.
The computerized system should allow for
pre-programming i SRS (LI S, i This function is not available within the
§11.50 (a) this makes a good business sense, e.g. in N M :
3 astersizer 3000 software.
case of predictable and/ or recurrent
sighature meanings.
Where pre-programming of meanings for
§11.50 (a) signatures appears to be not useful, v Users can add a reason for signing as a
’ implement free text comments associated free text field.
with the signature.
Whenever a signed record is required to be
used for GXP purposes, ensure that the full Signatures can be reviewed within the
§ 11.50 (b) name of the signer, date and time of the Y Mastersizer 3000 software system and
application of the signature and meaning of can be included on result print outs.
the signature are displayed and/or printed.
Signatures are directly applied to a
record in the Mastersizer 3000
E-signature information, links to the signed application. If the record is edited or
§ 11.50 (b) records and the signed information must v copied, the signature information is
’ not be alterable for individuals involved in immediately removed in the edited /
the business process. copied version of the record. This
prevents the signed record from being
changed.
The signature is directly applied to the
The system must be designed such that e- record, .and is protepteq for eFiiting using
. . N S other windows applications via a hash
signature information including links are . : :
code. If the record is edited or copied, the
§11.70 saved as read-only data and cannot be Y f q Yo Fo f ;

) . . signature information is immediately
excised, copied or transferred to falsify e- . . . ’
records. removed in thg edited / copied version of

the record. This prevents the signed
record from being changed.
The Mastersizer 3000 software security
The computerized system must not layer uses the Windows security system
§11.100 (a) accept duplicate user accounts N to control software access. This
’ requirement will therefore depend on
local IT procedures.
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The computerized system must be
designed to require two components for the

met?

The electronic signature feature in the
Mastersizer 3000 application requests
authentication via the Windows Security

G205 @) execution of the first e- signature within a Y system prior to applying a signature. A
session (e.g. User ID & password). user’'s ID and password are both
required.
Ul ERIENENZEe SyEism SRellh b2 Only a user’s password is required for
designed to require the private component y pas quirt
§11.200 (a) for the execution of subsequent signings Y subsequ_ent signings o_f re_cords in the
- Mastersizer 3000 application.
A computerized system using electronic SIDIETES B el supporteﬁ withri]n L
. . - Mastersizer 3000, accept where the
§11.200 (b) SHIEMIEES baseq Ol EIBITETES (L] N/A Windows security system has been
provide mechanisms that prevent from confiqured to accent biometric
bypassing the biometric controls. gured | P
authentication.
The computerized system should support Iggsl\fr?:t\?vrisr: éi;vioggczzztwsar;g;cu;ﬁ;
§11.300 (b) | password-aging processes (prompts for Y should be set Ub appro rithe?l to rﬁeet
password renewal after 60 calendar days). . ) P approp y
this requirement.
The computerized system should allow for Iggs'\fr?:t\?\/ri?:ég;vioggczﬂfttwsar:t:ricu;m/s
§11.300 (b) | configuration of the password aging Y y SY .
arameter should be set up appropriately to meet
P ’ this requirement.
. . The Mastersizer 3000 software security
The setting of the password aging ; . 2
8§ 11.300 (b) | parameter should be limited to duly Y Uﬁeslghﬁ BB el s?/stem. Rl
authorized personnel only shouid be Sl (L) 2 D]t Bl ) 2
: this requirement.
Check that the system is able to lock a The Mastersizer 3000 software security
§11.300 (d) | user account after a specified number of Y JEIES (IS LIS 175 security system. LS
failed access attempts should be set up appropriately to meet
Pis. this requirement.
The Mastersizer 3000 software security
§ 11.300 (d) The computerized system should be able Y uses the Windows security system. This
’ to log unauthorized access attempts. should be set up appropriately to meet
this requirement.
Preferably the computerized system The Mastersizer 3000 software security
§ 11.300 (d) should be able to detect potential misuse Y uses the Windows security system. This
) (e.g. log out of users) and notify the should be set up appropriately to meet
responsible individual. this requirement.
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